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Important Considerations

Some Internet service suppliers (ISP from now on) restrict the traffic
through VPN. For further information ask your ISP.

It is possible that the indicated configuration does not work with other
router models different than the specified.

Make sure the router has the latest firmware version installed
(currently 3.6). Otherwise see: “ANNEX A: Firmware update”.

In installations where itis not possible to substitute the main router
(for instance, if the client has Imagenio), we recommend connecting a
3G USB modem to the router. For further information see: “ANNEX B:
Internet access through 3G USB modem”.
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Introduction

Supported router models

The tested router models are from Draytek. Specifically, depending on the needs, we
recommend to use one of the following models:

- Vigor 2710: It has the ability to connect simultaneously until 2 VPN. It has
firewall functionalities, besides having a USB port to connect storage
devices, printers and 3G modems (see annex). It does not support
wireless connections.

- Vigor 2710N: It has the ability to connect simultaneously until 2 VPN. It

has firewall functionalities, besides having a USB port to connect storage
devices, printers and 3G modems (see annex). It does support wireless

connections.

For further information visit: http:/mww.draytekonline.com.

Installation Topology

/.~; \termet
! inea de
eléfong

Usuarios
Wireless

In the previous scheme we indicate the necessary physical connections for the
router. The KNX IP Router — Gateway would connect as any other PC (to a router
LAN port).
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Dynamic |IP Configuration (DynDNS)

NOTE: This section is only necessary in the case of not having a fixed IP. For
further information consult your ISP.

Most ISP provide their clients with a dynamic IP to access Internet. Since this IP can
be modified anytime, it is necessary to configure the DynDNS service in order to
establish connections without having to know every time the public IP of the
installation.

First of all go to: http://mwww.dyndns.com/.

laXaXa) DynDNS.com - Managed DNS, Domain Names and more!

[ ]C hutp://www.dyndns.com/ &3 ¢ Q- Goog!

0O % cameraview... con Google VGA tutorial Memory VHDL Imprimirenmac Memory YouTube AtajosTeclado Integrator Google Maps iPhone Dev Center Apple Time Tracker Apple
7] DynDNs.com - Managed DNs, Do.. [

C DynDNS...

Why DynDNS.com? Services & Pricing Support Have an account? ST

b= -r-] v/

Rock solid, scalable DNS that just WORKS

Whether you are a home user, a small & medium business, or all the way up to
enterprise e understand you are busy! Our tools are easy, yet Robust. Let us

simplify your to do list with our proven services

- - s 2
@l Free Domain Name ,8(@ Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic Enter your new or current domain name to build a customized suite
or static IP address or URL of world class DNS, Mail, Performance, and Security services.
Host your own website at home for free! Easy-to-use web interface with powerful expert tools
Connect to your workstation, DVR, webcam from anywhere. ~ DNS servers in five datacenters around the globe!
icom 2 Add | Add_|
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Next, go to “Sign In” -> “Create an Account’.

[+ [C htp://www.dyndns.com/
m

1 DynDNS.com - Managed DNS, Do... 1

A6 DynDNS.com - Managed DNS, Domain Names and more!
& ¢ Q- Goog! )
camera view... con Google VGA tutorial Memory VHDL Imprimir en mac Memory YouTube AtajosTeclado Integrator Google Maps iPhone Dev Center Apple Time Tracker Apple »
+
DNS & Domains Email Services rmance & Security &
C DynDNS...
Why DynDNS.com? Services & Pricing Support Have an account? S
Username
Rock solid, scalable DNS that just WORKS —
Whether you are a home user, a small & medium business, or all the way up to
enterprise... we understand you are busy! Our tools are easy, yet Robust. Let us
simplify your to do list with our proven services Leetio £
Create an Account
u

Lo ¥
&P Free Domain Name

Dynamic DNS service allows you to point a hostname to a dynamic
or static IP address or URL.

Host your own website at home for free!

Connect to your warkstation, DVR, webcam from anywhere.

dund kcom B2 Add |

o :
,N Start Your Company & Domain

Enter your new or current domain name to build a customized suite
of world class DNS, Mail, Performance, and Security services.

Easy-to-use web interface with powerful expert tools

 DNS servers in five datacenters around the globe!

Add |

Afterwards, you will be asked to register a user name and password, as well as an
e-mail address where you will receive a verification mail.

(elele] Create DynDNS.com Account or Login

[ 4[> | [+ [C nttps://www.dyndns.comfaccount/entrance/

¢ | (Qr Googie

camera view... con Google  VGA tutorial Memory VHDL Imprimir en mac Memory YouTube AtajosTeclado Integrator Google Maps  iPhone Dev Center

Apple  Time Tracker

Apple

HY S

" Create DynDNS.com Account or Login I

(Y DynDNS..

Why DynDNS.com? Services & Pricing Support

My Account

Create Account

eate an account or |Og n to co

Login Username heuseinhand-prueba Already Registered?
Lost Password? Password  sses
Username
My Cart Confirm password aere
7 heme Password
Email info@houseinhand.com
Confirm Email info@houseinhand.com Forgot your password?
) Security Image
RE HIRING
Enter the numbers from the above image —\ TRUSTe

Powered by (‘ Dyn —

Subscribe to ([ DynDNS.com newsletter
(1 or 2 per month)

) Dyn Inc. press releases

@ | agree with the acceptable use policy (AUP) and privacy polic

(Create Account )

<€
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Once you have received the confirmation mail, you will be asked to confirm the
password to activate the account.

DynDNS.com - User Info Confirmation a8
& [ (Qr Google

DNS & Domains

Why DynDNS.com? Services & Pricing Support

Please Confirm Your Password

Please log in to finalize account activation.

Username houseinhand-prueba

Password

Confirm Account

Forgot your password?

© 1998-2011 Dynamic

With the DynDNS account created, a window as the one bellow will appear. Select
‘Add Hostname”’.

(aNeNa] DynDNS.com - User Info Confirmation 2

uu + |C https://www.dyndns.com/confirm/create/kvYuMUS3cirNZF8NcxL15Q

Performanc:

Hi houseinhand - prueba (ee)

Why DynDNS.com? Services & Pricing Support

Congratulations! Your Account Is Now Active!
Account houseinhand - prueba has been confirmed and activated. Please explore following options to get started.

(R B
EREE

Most Popular
DynDNS Pro

- 1 5/yr $29/:’

'}

Get a free domain name
Update monthly to avoid expiration
Use with Windows, OSX, routers & more

Free community support

Add Hostname

or try it for just $1.99/month £

DNS hosting for yourdomain.com
Branded URL-shortening with WebHop
~also works with Apple AirPort & Bonjour

Access to phone technical support

Add Custom DNS
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Next, a window as the one bellow will appear:

DynDNS.com - My Account - Host Services - Settings

Dynamic DNS Pro

Internet Guide
SLA
Premier Support

Domain names, DNS hosting,
Sendlabs e-mail services

Dynamic DNS Hosts
Dynect SME
SendLabs SMTP
S5L Certificates

Renew Services
Auto Renew Settings

Sync Expirations
Account Settings

@ My Cart
Ditems
WE'RE HIRING

Powered by o Dyn

You don't currently have a Dynamic DNS Pro service in your account.

To get the full benefits of Dynamic DNS, including premium subscriber domains and other features, add Dynamic

DNS Pro to vour shopping cart & (or try it with $1.99 monthly subscription).

Hostname:  pip_prueba - [ dyndns.org %
Wildcard: () create "*.host.dyndns-yourdomain.com” alias
only for DynDNS Pro users (for example to use same settings for

www.host.dyndns -yourdomain.com)

Service Type: @@ Host with IP address
() WebHop Redirect (URL forwarding service)
() Offline Hostname

IP Address: 83.51.7.246
Your current location's IP address is 83.51.7.246

TTL value is 60 seconds. Edit TTL...

Mail Routing: ([ | have mail server with another name and would
like to add MX hostname...

What do you want to use this host for?

Work From Home Office or VPN:

Hosting and Design For Web Sites and Blogs:

L
Select services and devices you would like to use with this hostname.
vpn remote file access remote desktop mail server web server
chat server ftp backup ssh database voip
blog gallery  wiki portfolio  ecommerce  web page ~
-
]

Remate Accass For Devices:

The fields to fill in are:

- Hostname: Name assigned to the service. It is possible to introduce
name. Select the extension .dyndns.org. An example would be hih-

prueba.dyndns.org.

- Service Type: Leave itin “Host with IP address’.

- IP Address: Current public IP address. Fill it in with the one indicated in

the field “Your current location’s IP address is ...”

- Mail Routing: Disabled.

any
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Finally, select “Proceed to checkout”to finish the configuration.

DynDNS.com: My Shopping Cart

My Account

My Services
Account Settings
Billing

Active Services

Auto Renew Settings

Order History

Billing Profile

ODy

Why DynDNS.com?

¢ |(Qr Google

Perform:

NDNS.con

by Dynamic Network Sarvicos Inc.

Services & Pricing Welcome houseinhand (Feee)

opping C

Host hih-prueba.dyndns.org added to cart. Finish FREE checkout to activate.

Proceed to checkout »

Support

'~ Upgrade Options

Free accounts allow only two Dynamic DNS hosts.
« to add more and enjoy additional benefits for only $15.00 per year, purchase Dynamic DNS Pro & .
+ to get Dynamic DNS for your own domain, use Custom DNS.

Dynamic DNS Hosts

hih-prueba.dyndns.org remove $0.00

‘Order Total: $0.00

Proceed to checkout »
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Vigor 2710 Router Configuration

This section has been divided in the following points:

- ADSL Parameters: Set of necessary parameters to Access Internet
through the router.

- DynDNS: Configuration of DynDNS service in the router.

- VPN Server Parameters: Necessary configuration in order to create the
VPN server in the router and allow the remote connections.

Moreover, in the case of having the Vigor 2710N model, the wireless network will
have to be configured.

Once the router is connected (according to the connection parameters in the section
‘Installation topology”), connect the computer to a router LAN port and access the
configuration web http:/192.168.1.1/.

A window as the following will appear, where you must introduce the user name and
password (by default admin— admin).

ca00 Vigor Login Page
[ «[» | [+]@htp://192.168.1.1/weblogin.htm ¢ |- co

Username

Password

10
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ADSL Parameters

The first step will be to introduce the necessary parameters to establish Internet
connection.

For that purpose, select option “Quick Start Wizard”.

First, you will have to modify the password to access the router (you can continue
without modifying it).

Vigor2710 Series

| «|» ||+ |[@nup//192.168.1.1/ ¢ | (Qr Google
[ i cameraview... con Google VGA tutorial Memory VHDL Imprimiren mac Memory YouTube AtajosTeclado Integrator Google Maps iPhone Dev Center Apple Time Tracker Apple »
I Vigor2710 Series \7 Fj

www.draytek.com

27 10 series DrayTek

Quick Start Wizard

Quick Start Wizard "
Service Activation Wizard Enter login password
Online Status

Please enter an alpha-numeric string as your Password (Max 23 characters).
Internet Access
LAN

NAT

Firewall

Old Password
New Password

Objects Setting Confirm Password
csm

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
USB Application

System Maintenance

Diagnostics

=% e § C Cancel )
Back ( Next> ) Finis Cancel

Product Registration

Logout
All Rights Reserved

Admin mode
Status: Ready

Next, introduce the contracted ADSL parameters using the autodetection option. In
the next window you will be asked the user name and password provided by your
ISP.

In case you do not know those parameters, your ISP will provide them.

11
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Auto Logout ¥

Quick Start Wizard
Service Activation Wizard
Online Status

Internet Access

Firewall

Objects Setting

csMm

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
USB Application

System Maintenance
Diagnostics

Product Registration

Logout

¢ | (Qr Google

DrayTek

www.draytek.com

Quick Start Wizard

Connect to Internet

VPI
vCI

Fixed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS
Second DNS

Protocol / Encapsulation

32
| PPPOE LLC/SNAP B‘
Oves

Auto detect

@ No(Dynamic IP)

Finish

Vigor2710 Series

Auto Logout 4

Quick Start Wizard
Service Activation Wizard
Online Status

Internet Access

Firewall

Objects Setting

csMm

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
USB Application

System Maintenance
Diagnostics

Product Registration

Logout

¢ | (Qr Google

DrayTek

www.draytek.com

Quick Start Wizard

Set PPPoE / PPPoA

User Name
Password

Confirm Password

Finish

12
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Once all the parameters are introduced, the router will be able to Access Internet,
being possible to check out the status of the connection in the option “Online Status”

-> “Physical Connection’

2600

Vigor2710 Series

[«]» | [+ ]@nupy/192.168.1.1

WTG012710 series

Auto Logout ¥

Quick Start Wizard
Service Activation Wizard

| Connection

Internet Access

LAN

NAT

Firewall

Objects Setting

csMm

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
USB Application
System Maintenance
Diagnostics

Product Registration

Q- Goagle )

DrayTek

www.draytek.com

Online Status

Physical Connection

System Uptime: 25:19:11

LAN Status Primary DNS: 80.58.61.250 Secondary DNS: 80.58.61.254
IP Address TX Packets RX Packets
192.168.1.1 371977 444829
WAN 1 Status >> Drop PPPoE
Enable Line Name Mode Up Time
Yes ADSL PPPOE 24:31:39
IP GW IP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
83.51.7.246 80.58.68.4 244795 339 306781 1000
[ADSL Information ( ADSL Firmware Version: 211011_A)
ATM Statistics TX Cells RX Cells TX CRCerrs RX CRCerrs
842863 6324178 o 223
ADSL .
Status Mode State Up Speed Down Speed SNR Margin Loop Att.
ADSL2+(G.992.5) SHOWTIME 832000 10046935 10 30

13
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NOTE: This section is only necessary in case of not having a fixed IP. For
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further information ask your ISP.

Once the DynDNS account is created (see section “Dynamic IP Configuration’), it is
necessary to configure the router so that it updates the DynDNS service every time
the public IP is modified.

To that end, select “Applications” -> “Dynamic DNS”. It will appear a window as the
one below, where you will activate “Enable Dynamic DNS Setup” and press index 1.

[aXala)

Vigor2710 Series.

[« [r ][+ [@nup//192.068.1.1/

[ i  camera view. con Google VGA tutorial Memory VHDL Imprimir en

Auto Logout #

Quick Start Wizard

Service Activation Wizard

Online Status

Internet Access
LAN

NAT

Firewall
Objects Setting
csMm

Bandwidth Management

Applications
b Dynamic DNS
» Schedule

» RADIUS

» UPnP

» IGMP

» Wake on LAN

VPN and Remote Access

Certificate Management
USB Application
System Maintenance
Diagnostics

Product Registration

Logout

In the following window, configure these parameters:

- “Service Provider”: Select dyndns.org (www.dyndns.org).

Vigor2710 Series

Vigo 2710 Series

Intesisg

mac  Memory YouTube AmjosTeclado Integrator Google Maps iPhone Dev Center

Applications >> Dynamic DNS Setup

Dynamic DNS Setup

™ Enable Dynamic DNS Setup
Auto-Update interval [14400 | Min(s) (1~14400)

Accounts:
Index Domain Name

ok ) (Clearail )

“Enable Dynamic DNS Account”: Activate the box.

- “Service Type”: Select “Dynamic’.

- “Domain Name”: Hostname created in the DynDNS service. Select the
extension .dyndns.org. In the previous example hih-prueba.dyndns.org.

- “Login Name”: DynDNS account’s user name.

- “Password”: DynDNS account’s password.
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The rest of the parameters must remain blank.

Vigor2710 Series

Intesisg

[ 4] ][+ ]@nupy/192.168.1.1/

Auto Logout ¥

Quick Start Wizard
Service Activation Wizard
Online Status

Internet Access

Firewall
Objects Setting
csMm
Bandwidth Management
Applications
» Dynamic DNS
chedule
» RADIUS
» UPRP

P Wake on LAN
VPN and Remote Access
Certificate Management

Diagnostics

Product Registration

¢ |(Qr Google

DrayTek

www.draytek.com

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index:1

™ Enable Dynamic DNS Account

O Wildcards
[ Backup MX

Service Provider [ dyndns.org (www.dyndns.org) ]

Service Type (_Dynamic [5)

Domain Name hih-prueba . dyndns.org ("dyndns.org >
Login Name houseinhand-prueba (max. 64 characters)
Password (max. 23 characters)

Mail Extender

(o ) ( Cear

) (Ganel )

15
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VPN Server Parameters

First of all, select the in the left bar “VPN and Remote Access” -> “Remote Access
Control” and mark all three options.

Vigor2710 Series

Qr Google

DrayTek

www.draytek.com

Auto Logout %

Quick Start Wizard
Service Activation Wizard

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

Online Status &  Enable PPTP VPN Service
-_— [ Enable IPSec VPN Service
:_r:;:me' Access #  Enable L2TP VPN Service

NAT

Firewall
Objects Setting
CsSMm
Bandwidth Management C
Applications

VPN and Remote Access
b Remote Accy

Note: If you intend running a VPN server inside your LAN, you should uncheck the appropriate
protocol above to allow pass-through, as well as the appropriate NAT settings.

ok ) ( Clear ) ( Cancel )

P Remote Dial-in User
P LAN to LAN
P Connection Management

USB Applic:
System Maintenance
Diagnostics

Product Registration

Logout
dmin

Next, select “IPsec General Setup” and introduce a shared password (from now on
defined as secret). In the section “IPSec Security Method” unmark all the boxes but
“3DES”.

206 Vigor2710 Series.

(Q- Google )

DrayTek

www.draytek.com

Auto Logout #

Quick Start Wizard
Service Activation Wizard
Online Status

VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method

Internet Access

LAN

NAT

Firewall

Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access

ction Management
Certificate Management
USB Application
System Maintenance
Diagnostics

Product Registration

Logout
Amin

Pre-Shared Key
Confirm Pre-Shared Key

IPSec Security Method
¥ Medium (AH)

Data will be authentic, but will not be encrypted.

High (ESP) O DES

W3DES [JAES

Data will be encrypted and authentic.

16
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Once all the modifications are accepted, select “Remote Dial-in User” and activate

the box “Enable this account’,

Modify the box “Idle Timeout”to 0. Next, activate the boxes “PPTP”and ‘L2TP with
IPSEC Policy” (with the option “Must).

Next, mark the box “Specify Remote Node” and edit the user name and password
(which will be the ones to introduce inyour iPhone).

The next step will be to introduce the secret previously configured (section “IKE
Authentication Method”) and, in section “IPSec Security Method” unmark all the
options but “3DES”.

As an option, you can activate the box “Multicast via VPN” (from “Block”to “Pass”’), in
order to enable the IP Autofindging option for remote connections.

000 Vigor2710 Series
[« ]» [+ [®nmp//192.068.0.1/ ¢ (@ coogle )
1 E# camera view... con Google VGA tutorial Memory VHDL Imprimiren mac Memory YouTube AtajosTeclado Integrator Google Maps iPhone Dev Center Apple Time Tracker Apple »

Vigor2710 Series

DrayTek

www.draytek.com

VPN and Remote Access >> Remote Dial-in User

Quick Start Wizard Index No. 1

Service Activation Wizard

Online Status User account and Authentication Username test

—_— ™ Enable this account —_—
— Password eaee

o A Idle Timeout o second(s)

LAN

NAT IKE Authentication Method

Firewall Allowed Dial-In Type ' Pre-Shared Key
Objects Setting o ppP WEpreshared Key ) [emeseeseene
CSM [ IPSec Tunnel - .
. = [ Digital Signature(X.509)
Bandwidth Management @ L2TP with IPSec Policy [ Must B .
Applications None +
VPN and Remote Access [ Specify Remote Node
Remote Client IP or Peer ISDN Number IPSec Security Method
¥ Medium(AH)
High(ESP) DES ¥/ 3DES [ AES
or Peer ID
kin Us Local ID (optional
= Metbios Naming Packet @ Pass () Block (ep )
P Connection Management Multicast via VPN Opass @Block
Certificate Management (for some IGMP,IP-Camera, DHCP Relay. etc.)
USB Application
System Maintenance o A T

Diagnostics

Product Registration

Logout
d mode

Once all the parameters are introduced, press “OK”.

17
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Finally, it will be necessary to come back to this window, unmark the option “Specify
Remote Node” and save changes (see the following image).

Vigor2710 Series

Auto Logout +

Quick Start Wizard
Service Activation Wizard
Online Status

Internet Access

LAN

NAT

Firewall

Objects Setting

csM

Bandwidth Management

Applications

VPN and Remote Access
Control

Identity

» Remote Diak-in User
LAN to LAN

» Connection Ma

Diagnos

Product Registration

Logout

The rest of the available options must remain as they are by defaullt.

(Q Google )

DrayTek

www.draytek.com

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
# Enable this account

Idie Timeout o second(s)

Allowed Dial-In Type

™ PPTP
[ IPSec Tunnel

& L2TP with IPSec Policy [ Must =]

™ Specify Remote Node
Remote Client IP or Peer ISDN Number

or Peer ID
Netbios Naming Packet @ Pass () Block
Multicast via VPN Opass @Block

(for some IGMP,IP-Camera, DHCP Relay..etc.)

Username test

Password we..

IKE Authentication Method
™ Pre-Shared Key

IKE Pre-Shared Key vene

[ Digital Signature(X.509)

None

IPSec Security Method

™ Medium(AH)

High(ESP) () DES ™ 3DES [ AES
Local ID (optional)

( ok ) ( clear ) ( Cancel )

18
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Configuration in iPhone / iPod / iIPad

With the next steps, we will configure the mobile device so that you can access the
remote network (where KNX set up is found) by means of a VPN connection.

1. Access “Settings” ->“General” ->Network” ->*VPN".

2. Select the option: “Add VPN Configuration”.

L i 18:06 32%
ﬁ T
VPN (0]

Seleccione una configuracion...

v Apel Electronica ©
Personalizado

Anadir configuracién VPN... >

3. Fillin the next fields in the “L2TP ”type:
- Description: Name assigned to the configured VPN.

- Server: If you have configured the DynDNS service, fill it with the
configured server address (xxx.dyndns.org). On the contrary, introduce the
fixed IP assigned by the ISP.

- Account: User name inserted in the section “Remote Dial-in User” of the
router.

- RSA SecurlID: Disabled.

- Password: Password introduced in the section “Remote Dial-in User” of
the router. If it is left blank, every time you activate the VPN, the password
will be asked.

- Secret: Secret configured in the router, in section “IKE Authentication
Method”.

- Send all traffic: Enabled.
- Proxy: Select No.

19



Save configuration.

whnusai nhand’

cancelar  ARadir config.

L2TP

Descripciéon Prueba- Hih

Servidor hih-prueba.dyndns.org

Cuenta test

RSA SecurlD il

Contraseiia eeee

Secreto IYYTYYYY]

Enviar todo el trafico [

v Prueba-Hih

Personalizado

Anadir configuraciéon VPN... >

Intesisg

20
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5. Activate the VPN. The status will go from: “Connecting”->“Starting” -
>“Authenticating” ->“Connected”.

5 2 D 18:11 31%
Estado Conectado: 0:18 >

Seleccione una configuracion...

Prueba-Hih
v ©

Personalizado

Anadir configuracién VPN... >

6. From that moment on, in the main page of settings, it will appear a switch to
activate/deactivate the VPN connection. Connection is ready, being able to
connect both by 3G/GPRS and WiFi.

- 18:19 30% =

Modo Avien [0

i Wi-Fi No > 1
L veN ' o)

@ Notificaciones Si >

w Sonidos >.

ki Brillo >

E Fondo de pantalla >

General >
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ANNEX A: Draytek Vigor 2710
(2710N) router firmware Update

Due to modifications introduced by Apple from the I0S version n 4.0, it is necessary
to update the router's firmware so that the VPN connection works correctly.

For the update, itis necessary a computer with Windows connected to the router and
following these steps:

1. Go to http:/Mmww.draytek.com/.

2. Go to “Support” ->“Downloads” and select “Vigor 2710 series”.

3. Once registered, select again the model “Vigor 2710 series” and download the
option “Vigor2710 V3.3.6 AnnexA Standard.zip”.

When unzipping the file, two files will appear. The one you need is .all.

At this point, itis possible to update the router in two different ways. The first one is
to access the option “System Maintenance”-> “Firmware Upgrade” with the
configuration web and update the router directly.

If this option does not work, download the utility from the producer’s web site
http:/Mmww.draytek.co.uk/support/downloads.html.

You can find this utility at the bottom of the page, in “Router tools” -> “Firmware
Upgrade V.3.6.2 (Windows)”.

When installing and executing this utility, you will have to introduce the router’s IP,
the downloaded firmware and the router's access password (by the default admin).

NOTE: It is necessary to disable the Windows firewall during the update.

“4 Firmware Upgrade Utility 3.6.1 (O]

Router IP:

192.168.1.1 (]

Firmware file:

all E]

VoIP Module File:

Password: Port

[T 69

Time Out{Sec.)
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ANNEX B: Internet access through 3G
USB modem

Optionally, it is possible to connect a 3G modem to the USB port. This functionality
can be very useful in environments where itis not possible to substitute the main
installation router (for instance, if you have Imagenio), as well as in facilities where
permanent ADSL connection is not required (for example, secondary residences).
Finally, it can be used as a second line in case of ADSL main service failure.

Configuration can vary according to the 3,5G USB modem that is chosen. In any
case, itis necessary to activate some parameters of the router.

1. Go to “Internet Access”-> “PPPoE/PPPoA”.

2. In the bottom of the window, select “Go to 3G USB Modem Setup’.

DrayTek

www drayteh com

27 10 series

Mutimode et

Quick Start Wizard
Online Status PPPOE Pass-Dvough

Fuoa @ ves O No Dymams #

Fuea # Aoxress

For Wired LAN

Internet Access O Ostast MAC Acsens

For Wirsleos LAN

b PPPot i PPROA Spacity 3 MAGC Accress

» MPoA C148372684 Note: I B Box i checked wille Using the PPPOA

EYOROCOE, the souter Wil Defuive Be & MOderm which oty MAC Aadress: 00 {8 | <TF |18 37 | <Ct
serves e PPPGE clert on the LAN

» Multi-PVCs
LAN

NAT drdeals-15) in Sohodule Setugx
P p— WAN Conmrection Detection

Objects Setting Mooe AP Detect
M

Bandwidth g

Management ™
Applications

VPN and Remote

Access

Certificate

Management
Wireless LAN

USE Application
System Maintenance
Diagnostics 3 oK

D Backip Moow | Enable v
GO 10 353 USS Modem Setup

mode

3. In the next window you will have to configure the following fields:
“PPP Client Mode”: Select “Enable’.

- “SIM PIN Code”: Introduce the PIN of your SIM card. The producer
recommends deactivating the PIN previously.

- “APN Name”: Parameter assigned by your ISP. Next, select “Apply’.
- “PPP Username”: Parameter assigned by your ISP.

- “PPP Password”: Parameter assigned by your ISP.
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Press “OK” (both in this window and the previous one) in order for the
configuration to be effective.

Igor27 10 series DrayTek

www drayteh com

Quick Start Wizard
Online Status

WAN > Intemet Access

20 USE Modem Sehup

PPP Clrent Mode O Eratse Oy abo
SIM PN cooe
Modem Intie Saeng | APN- S & Outaut ATAFEOVIXI1A028C150.0)
APN Name - s Apgply
U ~
kg Mo Disl Steng | ATDT 99 Owtast ATOT 900
Objects Setting
csM PPP Usemame L Optiorat|
Bandwidth %
Management PPP Pasywod escscscce (Optonat)
Agplications ncion(1-15) In Schedule Setup:
VPN and Remote
Access -,
Certificate
Management l
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